
RISKCHECK
Issue # 142 | explore@benchmatrix.com | www.benchmatrix.com

November 2019

LATEST NEWS ON 

OPERATIONAL 

RISK



1. EY: Gold, drug money and a major 

auditor's 'cover-up‘

2. FINRA Fines BNP Paribas Securities 

Corp. and BNP Paribas Prime 

Brokerage

3. UBS pays more than 10 million euros 

to settle Italy money-laundering 

probe

4. Metro Bank founder quits amid 

fallout from accounting error

5. Payment fraud in sights of UK 

cybersecurity force

6. Ex-Morgan Stanley Banker Jailed 

Over Greek Money-Laundering

7. Swedbank executives fired amid 

€200bn money laundering 

investigation

8. Former DBS loan officer among 3 

charged with defrauding banks

9. New Zealand-born banker Andrew 

Pearse admits taking $70m in bribes 

in Mozambique corruption scandal

10. Estonian Bank Enters Liquidation 

Over Money Laundering Case

11. I was scammed by a fraud so 

ingenious even bank staff were 

fooled

12. State Bank penalises three banks

13. New phone scam impersonates 

bank employees

14. AUSTRAC issues $252,000 

infringement notice to Compass

15. Amex admits to data breach from 

employee trying to commit fraud

16. Bank Fraud: Rs. 4,000-Crore Bhushan

Power And Steel Assets Seized

17. Seized, identified assets worth Rs

3,830 crore in PMC Bank

18. Stolen ATM of Bank of Maharashtra 

located near Dhapewada
19. RBI slaps ₹3-crore monetary penalty 

on SBM Bank (India)

20. R415 million laundered using Bitcoin 

and South African ‘money mules’

21. Ex-bank manager held in 50 lakh 

loan fraud case

22. Rs 10.5 crore cash missing from PMC 

records: Bank's internal investigation 

team

23. Anti-Corruption Bureau Lodges FIR in 

J&K Bank Loan Fraud Case of Rs

1,100 Crore

24. Ratul Puri and Moser Baer Involved 

in Bank Fraud Worth Rs 8,000 Crore, 

Says ED in Chargesheet

25. IRDAI slaps Rs 1 cr fine on 

Cholamandalam MS General 

Insurance for violating commission-

paying rules

26. Former DBS loan officer among 3 

charged with defrauding banks

27. Two SBI managers arrested in loan 

sanction fraud case

28. IDFC First Bank Q2 loss at Rs 680 cr

on one-time tax impact

29. BNP Paribas Fined $15 Million over 

Penny Stocks Transactions

30. Veterinarian Arrested For Duping 

Youth By Offering Jobs In Jammu 

And Kashmir Bank

31. City of Joburg, banks under cyber 

attack

32. BNP Paribas prime brokerage and 

securities business fined $15 million 

for AML failures

33. FINRA Slaps RBC With $2.9M Fine

34. RBI imposes Rs 35 lakh fine on 

Tamilnad Mercantile Bank

35. More Than $20 Million Paid By 

Hospital To Settle Fraud Case Filed 

By JGL And Its Whistleblower Clients

36. Utah FedEx manager charged in 

$1M suspected fraud scheme

37. Bandhan Bank fined Rs 1cr for not 

bringing promoter shareholding 

down within stipulated time

38. RBI imposes Rs 1 crore fine on 

Janata Sahakari Bank, Rs 25 lakh 

on Jalgaon Peoples Co-operative 

Bank

39. Facebook agrees to pay fine 

issued by ICO for failings in data 

compliance

40. Former Wells Fargo banker pleads 

guilty in $60M movie financing 

fraud

41. The FCA fines Tullett Prebon £15.4 

million

42. Australia’s Commonwealth Bank 

faces 87 charges for unsolicited 

sales calls



EY: Gold, drug money and 
a major auditor's 'cover-
up‘

October 28th , 2019 - A 
major accountancy firm 
covered up evidence of 
smuggling by an 
organised crime gang 
that was laundering British 
drug money, an 
investigation has 
revealed…. Read full story

FINRA Fines BNP Paribas 
Securities Corp. and BNP 
Paribas Prime Brokerage

October 24th ,2019 -
WASHINGTON – FINRA 
announced today that it 
has fined BNP Paribas 
Securities Corp. and BNP 
Paribas Prime Brokerage, 
Inc. (collectively, BNP) $15 
million for anti-money 
laundering (AML) 
program….. Read full story

UBS pays more than 10 
million euros to settle Italy 
money-laundering probe

MILAN (Reuters) - An 
Italian judge has 
accepted a request by 
UBS (UBSG.S) to pay more 
than 10 million euros ($11 
million) to settle a money-
laundering investigation, 
ending one of the Swiss 
bank’s biggest legal 
headaches in Europe……. 
Read full story

Swedbank executives 
fired amid €200bn money 
laundering investigation

October 1st 2019 - Three 
top executives at the 
Estonian branch of 
Swedbank, including a 
one-time candidate for 
central bank governor, 
have been fired amid an 
ongoing investigation into 
a vast money-laundering 
scandal…… Read full story

Former DBS loan officer 
among 3 charged with 
defrauding banks

October 23rd 2019 -
SINGAPORE: A former loan 
officer at DBS Bank who 
conned his victims into 
applying for loans and 
then having those loans 
transferred to his own 
bank account was 
among three finance 
professionals charged 
…… Read full story 

New Zealand-born banker 
Andrew Pearse admits 
taking $70m in bribes in 

Mozambique corruption 
scandal

October 21th 2019 - New 
Zealander Andrew Pearse
has reportedly admitted 
to receiving US$45 million 
in bribes as part of a multi-
billion loan scheme which 
took advantage of one of 
the world's poorest 
nations… Read full story

Metro Bank founder quits 
amid fallout from 
accounting error

October 02nd 2019 - Metro 
Bank shares jumped by 
more than a quarter on 
Wednesday after its 
founder quit in the wake 
of a major accounting 
error and investors 
backed a new fundraising 
effort for the embattled 
lender….. Read full story

Payment fraud in sights of 
UK cybersecurity force

October 29th 2019 - The 
UK’s National Cyber 
Security Centre (NCSC) 
claims to have stopped 
more than one million 
cases of suspected 
payments fraud, 
according to its third 
annual review….. Read 
full story

Ex-Morgan Stanley Banker 
Jailed Over Greek 
Money-Laundering

October 15th , 2019 - A 
former Morgan Stanley 
banker in Switzerland was 
convicted of money 
laundering related to a 
kickback of about 50 
million Swiss francs ($50.1 
million) from arms sales 

negotiated by ex-Greek 
defense minister Akis
Tsohatzopoulos……. Read 
full story

https://www.bbc.com/news/uk-50194681
https://www.finra.org/media-center/newsreleases/2019/finra-fines-bnp-paribas-securities-corp-and-bnp-paribas-prime
https://www.reuters.com/article/us-ubs-settlement-italy/ubs-pays-more-than-10-million-euros-to-settle-italy-money-laundering-probe-idUSKBN1WW2EA
https://www.independent.co.uk/news/business/news/swedbank-money-laundering-investigation-executives-fired-danske-bank-a9127941.html
https://www.channelnewsasia.com/news/singapore/3-charged-bank-fraud-dbs-loan-cheating-money-laundering-12027732
https://www.stuff.co.nz/business/116737760/new-zealandborn-banker-andrew-pearse-admits-taking-70m-in-bribes-in-mozambique-corruption-scandal-reports
https://www.theguardian.com/business/2019/oct/02/metro-bank-founder-to-quit-board-amid-fallout-from-accounting-error
https://www.fintechfutures.com/2019/10/payment-fraud-in-sights-of-uk-cybersecurity-force/
https://www.bloomberg.com/news/articles/2019-10-15/ex-morgan-stanley-banker-convicted-over-greek-money-laundering


Estonian Bank Enters 
Liquidation Over Money 
Laundering Case

October 01st, 2019 -
Denmark's largest bank 
says its Estonian branch, 
which was involved in a 
200 billion-euro ($220 
billion) money laundering 
scandal, has entered 
liquidation after winding 
down banking activities in 
the Baltic country....   
Read full story

I was scammed by a 
fraud so ingenious even 
bank staff were fooled

October 03rd, 2019 -

Charlotte Purcell, 20, lost 
£940 of her student loan in 
a scam so sophisticated 
that it even deceived staff 
at her local bank...…. 
Read full story

State Bank penalises three 
banks

October 05th, 2019 - The 

central bank slapped 
penalties worth Rs133.3 
million on the three small 
banks due to procedural 
violations in areas of 
KYC/CDD.In addition to 
penal action, the central 
advised these banks to 
strengthen their KYC/CDD 
processes in order to 
avoid similar violations in 
future
sector….... Read full story

Bank Fraud: Rs. 4,000-
Crore Bhushan Power And 
Steel Assets Seized

October 12th, 2019 - The 
Enforcement Directorate 
on Saturday said it had 
attached assets worth 
over Rs. 4,025 crore of 
Bhushan Power and Steel 
Limited (BPSL) in 
connection with its money 
laundering probe linked to 
an alleged bank loan 
fraud....…. Read full story

Seized, identified assets 
worth Rs 3,830 crore in 
PMC Bank

October 14th, 2019 - The 

Enforcement Directorate 
(ED) on Monday said it 
has seized and identified 
assets worth Rs 3,830 
crore, including private 
jets and a yacht, in 
connection with its probe 
in the Punjab and 
Maharashtra Co-
operative (PMC) Bank 
money laundering 
case...... Read full story

Stolen ATM of Bank of 
Maharashtra located near 
Dhapewada

October 15th, 2019 - It has 
been reported that an 
empty ATM machine 
which was stolen on 
Sunday from Katol has 
been found near 
Dhapewada on Monday. 
The locals noticed the 
machine and informed 
the matter to police..........  
Read full story

New phone scam 
impersonates bank 
employees

October 09th, 2019 -
Fraudsters are using old 
landline phone 
technology to scam bank 
customers out of their 
savings. An Etobicoke
couple reportedly just lost 
more than $33,000 of their 
savings with this relatively 
new scam..….. Read full 
story

AUSTRAC issues $252,000 
infringement notice to 
Compass
attack
October 10th, 2019 –
AUSTRAC has issued a 
$252,000 infringement 
notice to Compass Global 
Holdings Pty Ltd 
(Compass) for failing to 
report international funds 
transfers between 2018 
and 2019. Entities 
regulated by AUSTRAC, 
such as money transfer 
dealers, banks and 
casinos,.….. Read full story

Amex admits to data 
breach from employee 
trying to commit fraud
attack
October 11th, 2019 -
American Express (Amex) 
has sent a data breach 

notice to a portion of its 
customers, explaining their 
personal account 
information “may have 
been wrongfully 
accessed” by one of its 
employees “in an attempt 
to commit fraudulent 
activity.….. Read full story

https://www.voanews.com/europe/estonian-bank-enters-liquidation-over-money-laundering-case
https://www.theguardian.com/money/2019/oct/03/fraud-metro-bank
https://www.dawn.com/news/1509092/state-bank-penalises-three-banks
https://www.ndtv.com/business/bank-fraud-enforcement-directorate-attaches-rs-4-000-crore-assets-of-bhushan-steel-2115803
https://news.bloomberglaw.com/white-collar-and-criminal-law/ex-credit-suisse-banker-admits-kickbacks-in-mozambique-scam-2
https://timesofindia.indiatimes.com/business/india-business/assets-worth-rs-3830-crore-seized-identified-in-pmc-bank-case-ed/articleshow/71583699.cms
https://thelivenagpur.com/2019/10/15/stolen-atm-of-bank-of-maharashtra-located-near-dhapewada/
https://torontosun.com/news/local-news/new-phone-scam-impersonates-bank-employees
https://www.austrac.gov.au/about-us/media-release/austrac-issues-252000-infringement-notice-compass
https://www.fintechfutures.com/2019/10/amex-admits-to-data-breach-from-employee-trying-to-commit-fraud/


Rs 10.5 crore cash missing 
from PMC records: Bank's 
internal investigation team

October 18th, 2019 - PMC 
Bank's internal 
investigation team has 
made a startling 
revelation: A total of Rs
10.5 crore cash is missing 
from total of Rs 10.5 crore 
cash is missing from the 
bank's record The team 
has found multiple 
cheques issued by HDIL 
and its related entities 
which were never 
deposited with the bank 
and yet cash was handed 
over to them. ….. Read full 
story

Anti-Corruption Bureau 
Lodges FIR in J&K Bank 
Loan Fraud Case of Rs
1,100 Crore

October20th, 2019 - The 
Anti-Corruption Bureau 
(ACB) lodged an FIR on 
Saturday in the Jammu 
and Kashmir Bank loan 
fraud case involving an 
amount of over Rs 1,100 
crore, officials said.... 
Read full story

Ratul Puri and Moser Baer 
Involved in Bank Fraud 
Worth Rs 8,000 Crore, Says 
ED in Chargesheet

October 22th, 2019 - The 
Enforcement Directorate 
(ED), in its chargesheet
against Madhya Pradesh 
Chief Minister Kamal 
Nath’s nephew Ratul Puri
and Moser Baer India Ltd, 
Read full story

RBI slaps ₹3-crore 

monetary penalty on SBM 
Bank (India)

October 16th , 2019 - The 
Reserve Bank of India (RBI) 
has imposed a monetary 
penalty of ₹3 crore on 

SBM Bank (India) for non-
compliance by SBM Bank 
(Mauritius) with certain 
provisions of its directions 
on ‘time-bound 
implementation .…… 
Read full story

R415 million laundered 

using Bitcoin and South 
African ‘money mules’

October 17th, 2019 - South 
Africa’s Financial 
Intelligence Centre (FIC) 
recently investigated a 
number of South African 
bank accounts used as 
money mules to purchase 
and transfer Bitcoin.….. 
Read full story

Ex-bank manager held in 
50 lakh loan fraud case

October 18th , 2019 -
Amboli police on Thursday 
arrested a bank manager 
for allegedly helping 
fraudsters get a Rs50-lakh 
loan after mortgaging a 
woman's flat in Versova.....  
Read full story

IRDAI slaps Rs 1 cr fine on 
Cholamandalam MS 
General Insurance for 
violating commission-
paying rules

October 22th, 2019 -
Insurance sector regulator 
IRDAI has imposed a fine 
of Rs 1 crore on 
Cholamandalam MS GIC 
for violating health 
insurance regulations 
related to payment of 
commission….. Read full 
story

Former DBS loan officer 
among 3 charged with 
defrauding banks

October 23th, 2019 –
A former loan officer at 
DBS Bank who conned his 
victims into applying for 
loans and then having 
those loans transferred to 
his own bank account 
was among three finance 
professionals charged on 
Wednesday (Oct 23) for a 
variety of crimes.….. Read 
full story

Two SBI managers 
arrested in loan sanction 
fraud case

October 24th, 2019 - Two 
State Bank of India (SBI) 
managers, in connivance 
with an education 
consultant, who allegedly 
created fake SBI 
education loan sanction 
letters issued to foreign 
universities, were arrested 
by Central Crime Station, 
Hyderabad,.…. Read full 
story

https://timesofindia.indiatimes.com/business/india-business/rs-10-5-crore-cash-missing-from-pmc-records-banks-internal-investigation-team/articleshow/71640680.cms
https://www.ndtv.com/india-news/rs-1-100-crore-fraud-uncovered-in-jammu-and-kashmir-bank-officers-raided-2119658
https://www.news18.com/news/india/ratul-puri-and-moser-baer-involved-in-bank-fraud-worth-rs-8000-crore-says-ed-in-chargesheet-2357135.html
https://www.thehindubusinessline.com/money-and-banking/rbi-slaps-3-crore-monetary-penalty-on-sbm-bank-india/article29709866.ece
https://businesstech.co.za/news/banking/346998/r415-million-laundered-using-bitcoin-and-south-african-money-mules/
https://timesofindia.indiatimes.com/city/mumbai/mumbai-ex-bank-manager-held-in-50-lakh-loan-fraud-case/articleshow/71640980.cms
http://smallnews.in/insurance/2019/10/22/irdai-slaps-rs-1-cr-fine-on-cholamandalam-ms-general-insurance-for-violating-commission-paying-rules/
https://www.channelnewsasia.com/news/singapore/3-charged-bank-fraud-dbs-loan-cheating-money-laundering-12027732
https://timesofindia.indiatimes.com/city/hyderabad/hyderabad-two-sbi-managers-arrested-in-loan-sanction-fraud-case/articleshow/71745994.cms


City of Joburg, banks 
under cyber attack

October 25th, 2019 - The 
City of Johannesburg 
reported a breach of its 
network on Thursday night 
and shut down its website 
and all e-services, hours 
after receiving a bitcoin 
ransom note from a group 
called the Shadow Kill 
Hackers..….. Read  full 
story

BNP Paribas prime 
brokerage and securities 
business fined $15 million 
for AML failures

October 25th, 2019 - BNP 

Paribas’ prime brokerage 
and securities division has 
been collectively fined 
$15 million for anti-money 
laundering (AML) failures 
by the Financial Industry 
Regulatory Authority 
(FINRA), Wall Street’s self-
regulating body..….. Read 
full story

FINRA Slaps RBC With 
$2.9M Fine

October 25th, 2019 -The 
Financial Industry 
Regulatory Authority fined 
RBC Capital Markets $2.9 
million on Oct. 16 for the 
way it handled exchange-
traded fund, exchange-
traded note and mutual 
fund sales for clients.......  
Read full story

IDFC First Bank Q2 loss at 
Rs 680 cr on one-time tax 
impact

October 24th, 2019 - IDBI 
The bank, which has been 
formed with the merger of 
infra-focused IDFC Bank 
and the non-bank lender 
Capital First in January 
2019, reduced its loan 
book by over Rs 5,000 
crore to focus only on 
retail loans during the 
quarter, which now 
constitute 45 per cent of 
the book.

..….. Read full story

BNP Paribas Fined $15 
Million over Penny Stocks 
Transactions

October 24th, 2019 - BNP 
Paribas Securities and BNP 
Paribas Prime Brokerage 
have agreed to pay a $15 
million fine to settle the US 
regulators’ probe into the 
firm’s compliance with 
anti-money laundering 
rules involving penny stock 
deposits and resales, and 
wire transfers..…..   Read 
full story

Veterinarian Arrested For 
Duping Youth By Offering 
Jobs In Jammu And 
Kashmir Bank.

October 24th, 2019 - A 
retired veterinarian was 
arrested by the Crime 
Branch of the police for 
allegedly duping a youth 
of over Rs. 6 lakhs by 
offering him a job in the 
Jammu and Kashmir 
bank, officials said on 
Thursday...….. Read full 
story

RBI imposes Rs 35 lakh fine 
on Tamilnad Mercantile 
Bank

oCTOBER 28th, 2019 - The 
Reserve Bank has imposed 
a penalty of Rs 35 lakh on 
Tamilnad Mercantile Bank 
for violating norms on 
frauds classification and 
notification. The central 
bank imposed the fine via 
an order dated October 
24, 2019...….. Read full 
story

More Than $20 Million Paid 
By Hospital To Settle Fraud 
Case Filed By JGL And Its 
Whistleblower Clients

October 29th, 2019 - A 
whistleblower case 
alleging kickbacks and 
unnecessary spine 
surgeries has been settled 
by Sanford Health in South 
Dakota for $20.25 million. 
The False Claims Act 
settlement is believed to 
be one of the largest...…. 
Read full story

Utah FedEx manager 
charged in $1M suspected 
fraud scheme

October 29th, 2019 - A 
FedEx Ground manager 
has been indicted on 
accusations that he 
accepted bribes from 
multiple Utah truck 
company owners who 
paid more than $1 million 
to secure hundreds of 
millions in revenue over 
the last 10 years,.......   
Read full story

https://www.businesslive.co.za/bd/national/2019-10-25-city-of-joburg-banks-under-cyber-attack/
https://www.globalcustodian.com/bnp-paribas-prime-brokerage-securities-business-fined-15-million-aml-failures/
https://www.thinkadvisor.com/2019/10/25/finra-slaps-rbc-with-2-9m-fine/
https://economictimes.indiatimes.com/markets/stocks/earnings/idfc-first-bank-net-loss-widens-to-rs-676-cr-in-q2-on-new-corporate-tax/articleshow/71745252.cms
https://www.financemagnates.com/institutional-forex/regulation/bnp-paribas-fined-15-million-over-penny-stocks-transactions/
https://www.ndtv.com/india-news/veterinarian-arrested-for-duping-youth-by-offering-jobs-in-jammu-and-kashmir-bank-2121933
https://economictimes.indiatimes.com/industry/banking/finance/banking/rbi-imposes-rs-35-lakh-fine-on-tamilnad-mercantile-bank/articleshow/71792133.cms
https://www.prnewswire.com/news-releases/more-than-20-million-paid-by-hospital-to-settle-fraud-case-filed-by-jgl-and-its-whistleblower-clients-300947438.html
https://kslnewsradio.com/1913833/utah-fedex-manager-charged-in-1m-suspected-fraud-scheme/


Former Wells Fargo banker 
pleads guilty in $60M 
movie financing fraud

October 31th, 2019 - A film 
producer and a former 
Wells Fargo banker 
pleaded guilty in a $60 
million movie financing 
fraud scheme that federal 
authorities said ripped off 
investors…. Read Full story 

The FCA fines Tullett
Prebon £15.4 million

October 11th 2019 - Tullett
Prebon, now part of TP 
ICAP, is an electronic and 
voice inter-dealer broker, 
acting for institutional 

clients transacting in the 
wholesale financial 
markets, typically 
investment banks….. Read 
full story

Australia’s 
Commonwealth Bank 
faces 87 charges for 
unsolicited sales calls

October 04th 2019 -
Commonwealth Bank of 
Australia (CBA)’s life 
insurance arm 
CommInsure has been 
charged with 82 breaches 
of cold-calling law, and is 
facing a fine of up to AUD 
$1.8 million ($1.2 million), 
after it hired a 
telemarketing company 
to sell its customers a life 
insurance product…… 
Read full story 

Bandhan Bank fined Rs 1cr 
for not bringing promoter 
shareholding down within 
stipulated time
attack
October 29th, 2019 – The 
RBI has, by an order on 
Thursday, imposed a 
monetary pennalty of Rs 1 
crore on Bandhan Bank 
for non-compliance with 
the guidelines on 
promoter holding 
contained in 'Guidelines 
for Licensing of New Banks 
in Private Sector'..….. 
Read full story

RBI imposes Rs 1 crore fine 
on Janata Sahakari Bank, 
Rs 25 lakh on Jalgaon
Peoples Co-operative 
Bank

October 29th, 2019 - The 
RBI has imposed, by order 
dated October 16, 
monetary penalty of Rs 1 
crore on Janata Sahakari
Bank, Pune, for non-
compliance with 
directions issued on 
income recognition. ….. 
Read full story

Facebook agrees to pay 
fine issued by ICO for 
failings in data 
compliance

October 30th, 2019 - The 
formal investigation into 
alleged misuse of personal 
data by the ICO in 2017 
has resulted in Facebook 
being fined of £500,000. 
ICO issued a monetary 
penalty notice (MPN) 
under section 55A of the 
Data Protection Act 1998 
against Facebook Inc…..  
Read full story

https://www.foxbusiness.com/markets/former-wells-fargo-banker-pleads-guilty-60m-movie-financing-fraud
https://www.fca.org.uk/news/press-releases/fca-fines-tullett-prebon-154-million
https://www.fintechfutures.com/2019/10/australias-commonwealth-bank-faces-87-charges-for-unsolicited-sales-calls/
https://timesofindia.indiatimes.com/business/india-business/bandhan-bank-fined-rs-1cr-for-not-bringing-promoter-shareholding-down-within-stipulated-time/articleshow/71809216.cms
https://www.financialexpress.com/industry/banking-finance/rbi-imposes-rs-1-crore-fine-on-janata-sahakari-bank-rs-25-lakh-on-jalgaon-peoples-co-operative-bank/1749111/
https://www.charitydigitalnews.co.uk/2019/10/30/facebook-agrees-to-pay-fine-issued-by-ico-for-failings-in-data-compliance/
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